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1 Introduction
Welcome to the PLA 3.0 Installation and Licensing Guide.

This guide describes the basic concepts of the PLA 3.0 installation and licensing process such as 
databases, packages, deployment scenarios, and licensing options.

It provides background information on how to plan your PLA 3.0 installation, how to complete 
the installation, and how to activate your PLA 3.0 license.

This guide is intended to support system administrators in adjusting the setup of PLA 3.0 to 
company guidelines.
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2 Planning your PLA 3.0 installation
2.1 Concepts
Following are the basic concepts that you should be familiar with when planning your PLA 3.0
installation.

Trial version

You can evaluate and test PLA 3.0 for 14 days free of charge. To continue testing PLA 3.0
after the first 14 days have elapsed, you have to extend your trial period. The trial version 
of PLA 3.0 includes all the functionality required to analyze biological assays. When using 
the trial version, you cannot print out the generated reports.

Registration

When PLA 3.0 is started for the first time after the installation, a registration form is 
displayed. The contact details you enter in this registration form are used to keep you 
informed about current developments and bug fixes.

Licensing

PLA 3.0 can be licensed for use on a single computer ('Seat' license) or for concurrent use 
in a local network ('Concurrent use' license). The PLA 3.0 licensing solution consists of the 
license itself, and a set of license keys (activation and feature keys). You need the license to 
run the PLA 3.0 framework, and the license keys to activate and use PLA 3.0 features.

Upgrades and updates

Upgrades are major changes to the system, indicated by a change in the first two numbers 
of the version number, for example, an upgrade of PLA 2.0 to PLA 2.1, or from PLA 2.1 to 
PLA 3.0.

Updates are minor changes to the system, indicated by a change in the third number of 
the version number, for example, an update from 3.0.0 to 3.0.1, or from 3.0.4 to 3.0.5.

Version coexistence

To cater to regulated environments, the major versions of PLA (PLA 2.0, PLA 2.1, and PLA 
3.0) can be installed on the same computer at the same time, without interfering with each 
other.

This allows users of PLA to continue using a qualified system version with their existing 
assays, while at the same time testing additional methods and functionality provided by a 
newer PLA version.
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Databases

Many of the settings that define your work environment are stored in databases and 
therefore specific to databases. This includes assay documents, user accounts, and audit 
trail information.

PLA 3.0 supports local databases, databases shared on a local network, and databases 
used in a client-server scenario. This allows you to create databases for single users and 
multiple users in a shared environment.

Packages

Component packages and document packages enhance the basic PLA 3.0 functionality 
with document type-specific features such as calculation routines, templates for creating 
reports, and data for operational qualification.

Global properties

PLA 3.0 can be configured such that all computers running PLA 3.0 share the same 
properties. These global properties include license-specific settings such as the available 
license keys and connection restrictions for the license server, a list of available databases, 
and properties to search for news and updates.

Global properties are configured in the pla.properties file. To change these global 
properties, you need administrative privileges.

User-specific properties

PLA 3.0 stores user-specific properties such as proxy settings, and default paths to folders 
and documents in the com.stegmannsystems.lims.core.prefs file.

Note:  The content of this file should not be changed manually.

2.2 Deployment scenarios
You can deploy PLA 3.0 in a variety of scenarios, depending on your system environment and 
business model.

Commonly used scenarios include:

• Deployment for a single user or in a small environment

• Deployment in a multi-user environment

• Deployment in a terminal server environment

Deployment for a single user or in a small environment
This scenario requires a 'Seat' license. The license is installed on the same computer as PLA 
3.0. The computer is connected to a local SQLite database or, if it should be possible for users 
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to collaborate on the same database, the computer can also be connected to a Microsoft SQL 
database server:

Local system

Database
server

MS SQL
SQLite

Local system

Client

Local system

Client

Figure 1. Deployment for a single user or in a small environment

Use this scenario in very small environments, or for the duration of the trial period.

Deployment for concurrent use in a shared environment
This scenario requires a 'Concurrent use' license. PLA 3.0 is installed on local computers that are 
connected to a Microsoft SQL database server. The license is installed on a license server:

Database
server

License serverLocal system

Client

MS SQL

Local system

Client

Figure 2. Deployment for concurrent use in a shared environment

Use this scenario if it should be possible for users to collaborate on the same database and if 
several computers should share the same license, but the license should not be installed on each 
individual computer.
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Deployment in a terminal server environment
This scenario requires a 'Concurrent use' license. PLA 3.0 is installed on a terminal server that 
is connected to a Microsoft SQL database server. The terminal server is accessed by a terminal 
client. The license is installed on a license server:

License serverTerminal server

Database
server

Local system

Terminal client

MS SQL

Figure 3. Deployment in a terminal server environment

Use this scenario if you want to set up a central PLA 3.0 installation for all PLA 3.0 users.

2.3 System requirements
Make sure your system meets the requirements listed below.

For viewing and printing reports, Adobe Reader is required. This free software is available at 
https://acrobat.adobe.com/us/en/acrobat/pdf-reader.html.

The system requirements depend on how you want to deploy PLA 3.0 in your environment.

Deployment on a local system

Table 1. System requirements for deployment on a local system

Item Minimum Recommended

Operating system Windows 7, Windows 8, Windows 8.1, Windows 10

Processor Single-core, 2 GHz Quad-core, 2,4 GHz, or faster

Memory 2 GB RAM 4 GB RAM

Hard disk 1) 500 MB of available space 1 GB of available space, or more

Graphics display 1024 x 768 resolution 1280 x 1024 resolution, or higher
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Minimum color depth 16 Bit

Software installation Internet connection or CD drive

Software activation USB 2.0 port or remote license server

Storage space for a local 
database

About 25 MB

Storage space per assay About 1 MB including audit trail, depending on the complexity 
and the number of changes

1) If you want to install additional modules, additional space is required.

Deployment using a Microsoft SQL database server

Table 2. System requirements for deployment using a Microsoft SQL database server

Item Minimum Recommended

Version Microsoft SQL Server 2005, Microsoft SQL Server 2008, Microsoft SQL Server 
2008 R2, Microsoft SQL Server 2012, Microsoft SQL Server 2014

Processor 1) Single-core, 2 GHz Quad-core, 2,4 GHz, or faster

Memory 1) 2 GB RAM 4 GB RAM

Hard disk 2) 500 MB of available space 1 GB of available space, or more

Storage space 
per database

About 25 MB

Storage space 
per assay

About 1 MB including audit trail, depending on the complexity and the 
number of changes

1) Based on Microsoft recommendations.
2) If you want to install additional modules, additional space is required.

Deployment in a terminal server environment

Table 3. System requirements for deployment in a terminal server environment

Item Minimum Recommended

Operating 
system

Windows Server 2008, Windows Server 2008R2, Windows Server 2012, 
Windows Server 2012R2
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Hard disk 1) 500 MB of available space 1 GB of available space, or more

1) If you want to install additional modules, additional space is required.

2.4 Used paths

The used paths depend on the operating system. We support the following operating systems:

• Windows 7, 8.x, 2008, 2012

• Windows XP

Windows 7, 8.x, 2008, 2012

Table 4. Used paths

Setting Path

Global 
properties

C:\ProgramData\Stegmann Systems\PLA 3.0\pla.properties

Override path 
of properties 
files

C:\ProgramData\Stegmann Systems\PLA 3.0\pla-redirect.properties

Database 
connections

C:\ProgramData\Stegmann Systems\PLA 3.0\DBConnections

Standard 
component 
packages

C:\Program Files (x86)\Stegmann Systems\PLA 3.0\packages

Additional 
component 
packages

C:\Program Files (x86)\Common Files\Stegmann Systems\PLA 3.0\packages

User-specific 
properties

C:\Users\USERNAME\AppData\Local\Stegmann Systems\PLA 
3.0\config\.metadata\.plugins\org.eclipse.core.runtime\.settings
\com.stegmannsystems.lims.core.prefs

Custom 
database 
connections

C:\Users\USERNAME\AppData\Local\Stegmann Systems\PLA 
3.0\DBConnections
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Windows XP

Table 5. Used paths

Setting Path

Global 
properties

C:\Documents and Settings\All Users\Application Data\Stegmann Systems\PLA 
3.0\pla.properties

Override 
path of 
properties 
files

C:\Documents and Settings\All Users\Application Data\Stegmann Systems\PLA 
3.0\pla-redirect.properties

Database 
connections

C:\Documents and Settings\All Users\Application Data\Stegmann Systems\PLA 
3.0\ DBConnections

Standard 
component 
packages

C:\Programme\Stegmann Systems\PLA 3.0\packages

Additional 
component 
packages

C:\Programme\Common Files\Stegmann Systems\PLA 3.0\packages

User-
specific 
properties

C:\Documents and Settings\USERNAME\Local Settings\Application Data
\Stegmann Systems\PLA 3.0\config\.metadata\.plugins\org.eclipse.core.runtime
\.settings\com.stegmannsystems.lims.core.prefs

Custom 
database 
connections

C:\Documents and Settings\USERNAME\Local Settings\Application Data
\Stegmann Systems\PLA 3.0\DBConnections
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3 Installing PLA 3.0
Download and run the setup file to install PLA 3.0.

Note:  Previously installed versions of PLA 3.0 are removed by the installation program.

Before you begin

• Make sure there is enough free disc space on the system.

• Make sure you have permissions to install programs.

• Make sure your system meets the requirements.

Procedure

To install PLA 3.0:

1. Open the following link in your web browser: https://www.bioassay.de/software.

2. Fill in the form to access the download area.

3. Download the PLA 3.0 setup file.

4. Make the PLA 3.0 setup file available on the computer on which you intend to run PLA 3.0.

5. On the computer on which you intend to run PLA 3.0, run the PLA 3.0 setup file as an 
administrator.

6. Follow the setup assistant to install PLA 3.0.
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4 Installing the PLA License System
If you want to set up licensing through a license server, you have to install the PLA License 
System on the license server.

The PLA License System consists of the PLA License Key Manager and the PLA License 
Control Center applications. You use these applications during the licensing process. After the 
installation, you can access them using the shortcuts on your Desktop.

Procedure

To install the PLA License System:

1. Open the following link in your web browser: https://www.bioassay.de/software.

2. Fill in the form to access the download area.

3. Download the PLA License System setup file.

4. Make the PLA License System setup file available on the license server to which PLA 3.0
should be licensed.

5. On the license server, run the PLA License System setup file as an administrator.

6. Follow the setup assistant to install the PLA License System.
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5 Working with databases
In addition to storing data, a PLA 3.0 database also defines your work environment. This includes 
a range of information from documents that hold your data to user accounts and audit trails.

We therefore recommend you use separate databases for tasks that require different work 
environments. For example, use one database to test setups for databases and documents and a 
second database for production.

PLA 3.0 supports local databases, databases shared in a local network, and databases used in 
a client-server scenario. This allows you to create databases for single users as well as multiple 
users in a shared environment. Select a type of database that suits your needs.

5.1 Concepts
Following are the basic concepts that you should be familiar with when working with PLA 3.0
databases.

Database connection profiles

A database is accessed using a database connection profile. The profile is stored 
independently from the database and holds all the details required to connect to 
the database such as the path where the database is located, the user name, and the 
encrypted password to access the database.

Database policies

Database policies define security-related settings such as the setup and validity period 
of passwords, signature-related settings, and settings required to gather traceability-
related information. Database policies can be configured individually for each database. 
For example, you can configure the database policies for a productive database to be 
highly restrictive in comparison to the policies you configure for a test database.

Database templates

Use database templates to quickly create new databases. By default, we provide two 
database templates. Both templates contain the required user roles. The 'Default Database 
with Demo Data' template additionally contains predefined assay documents to help you 
get started. You can use any SQLite database to create additional database templates.

Microsoft SQL Server databases

To manage a medium to large amount of data that should be simultaneously accessible by 
multiple users, we recommend using Microsoft SQL Server as the database server.
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SQLite databases

Use an SQLite database if you only have a small amount of data. You can create any 
number of SQLite databases. Create the database for the active user or for all users of a 
computer. To make the database available for a small group of users, you can also place it 
in a shared folder or on a file server.

An SQLite database consists of a single database file. Copy, move, and backup actions can 
therefore be performed easily. Simultaneous use and remote access are not intended.

Important:  We recommend you regularly create a backup of the database file.

5.2 Create a database
Create a database to store entities such as user accounts, documents, and audit trail information.

About this task

Use the Database connection management wizard to create new databases.

Figure 4. Database connection management wizard

The wizard opens automatically when you start PLA 3.0 for the first time. You can also access it 
from the Login dialog of PLA 3.0: Click Tools, and select  Database management from the 
drop-down list. Then, in the Manage database connection profiles dialog, click Add....
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Procedure

You can now perform the following tasks:

• Create a local database: To create a local SQLite database only you want to access, select the 
Express mode option.

• Create a shareable database: To create a shareable SQLite database, or a shareable Microsoft 
SQL Server database that also allows simultaneous use in a multi-user environment, select the 
Standard mode option.

Note:  In this mode you can also connect to existing databases and copy or import 
database connection profiles. Please consult the Initialize an MS SQL Server database and 
Manage database connections section for help on the required steps.

5.2.1 Create a local database
Create a local SQLite database if the data should only be accessible by you.

The database will be created in your Microsoft Windows home directory.

Procedure

To create a local database:

1. In the Database connection management wizard, select the Express mode option and click 
Next >.

2. Enter the data of your new connection profile: Under Database, enter a name for the new 
database and select the template you want to use.

We recommend you use the 'Default Database with Demo Data' template.

3. Enter the credentials you want to use for the PLA 3.0 administrator account: Under 
Administrator, enter a user name and a password.
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Figure 5. Administrator credentials for an SQLite database

If you keep the default credentials, the PLA 3.0 administrator is created as 'Administrator' 
without a password.

Important:  If you change the default credentials, we recommend you keep your 
credentials in a safe place. They are required to manage the database and the user accounts, 
and we cannot restore them as they are not known to us.

4. Click Finish.
Results: An information dialog informs you as soon as the database and the corresponding 
connection have been set up successfully.

5.2.2 Create a shareable database
Create a database and make it available for multiple users on a shared folder, a file server, or by 
using a database server.

Important:  PLA 3.0 supports SQLite as well as Microsoft SQL Server databases. Both 
database types allow multiple users to share the access, but only Microsoft SQL Server databases 
are intended for simultaneous use.

About this task

This procedure describes how to create an SQLite database.
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Procedure

To create a shareable database:

1. In the Database connection management wizard, select the Standard mode option and 
click Next >.

2. To make the new database shareable in your network, select the Database profile is 
available for all users on this computer check box.

3. Select the Create new database option.

4. From the Type drop-down list, select SQLite and click Next >.

5. Enter the database connection parameters:

Figure 6. Database connection parameters for an SQLite database

a. The database connection profile is created in the path displayed in the Database file text 
box. If you require, you can select a different path.

Note:  If you change the default path, make sure the new path is accessible by all user 
who should be able to connect to the database.

b. In the Description text box, enter a name for the new database and click Next >.

When logging in to PLA 3.0, this name will be displayed in the Database drop-down list.

6. Click Next >.

7. Select the Standard template option, then select the template you want to use to initialize 
the database and click Next >.
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By default, two templates are available. Both templates contain the required user roles. We 
recommend you use the 'Default Database with Demo Data' template as it already contains 
predefined assay documents to help you get started.

8. Enter the credentials that you want to use for the administrative account of the database and 
click Finish.

Important:  We recommend you keep the credentials in a safe place. They are required 
to manage the database and the user accounts, and we cannot restore them as they are not 
known to us.

5.3 Initialize an MS SQL Server database
Initialize and empty MS SQL Server database to create a database that can be simultaneously 
accessed by multiple users.

Before you begin

• Make sure you are using Microsoft SQL Server version 2005 or higher.

• Make sure you created an empty database that can be initialized by PLA 3.0.

• A Microsoft SQL server user or domain user with db_owner  permission has to be available.

Note:  To use the database after it has been initialized, PLA 3.0 user accounts only require 
the db_datareader  and db_datawriter  permissions.

Procedure

To initialize an MS SQL Server database:

1. In the Database connection management wizard, select the Standard mode option and 
click Next >.

2. Select the Connect to existing database option.

3. From the Type drop-down list, select Microsoft SQL Server and click Next >.

4. Enter the database connection parameters:
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Figure 7. Database connection parameters for an MS SQL Server database

a. From the Server name drop-down list, select the server that holds the empty database.

If the server you require is not displayed, you can manually enter the name or IP address 
of the server.

b. In the User name and Password text boxes, enter the credential of the MS SQL account 
with db_owner  permissions.

c. From the Database name drop-down list, select the empty database you want to initialize.

5. Click Next >.

6. Verify the connection details and click Finish.

7. Select the Standard template option, then select the template you want to use to initialize 
the database and click Next >.

By default, two templates are available. Both templates contain the required user roles. We 
recommend you use the 'Default Database with Demo Data' template as it already contains 
predefined assay documents to help you get started.

8. Enter the credentials that you want to use for the administrative account of the database and 
click Finish.

Important:  We recommend you keep the credentials in a safe place. They are required 
to manage the database and the user accounts, and we cannot restore them as they are not 
known to us.
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5.4 Manage database connections
A database connection profile holds all properties required to connect to a database such as the 
path where the database is located, the user name, and the encrypted password to access the 
database.

Important:  A database connection profile is a shortcut to a database, not a database itself.

Use the Manage database connection profiles dialog to manage database connections.

Figure 8. Manage database connection profiles dialog

To access this dialog: In the Login dialog of PLA 3.0, click Tools, and select  Database 
management from the drop-down list.

You can now perform the following tasks:

• Create a database: To add a connection profile for a new local or shareable database, click 
Add.... You can add any number of database connection profiles.

• Modify the parameters of an existing database connection profile: From the Database 
connection profiles list, select the respective profile and click Edit....

21



• Export a database connection: To distribute a database connection profile to other PLA 3.0
installations, from the Database connection profiles list, select the respective profile and click 
Export....

• Connect to a database: From the Database connection profiles list, select the respective 
profile and click Connect.

5.4.1 Export a database connection
Export a database connection profile to distribute the respective database connection to other 
PLA 3.0 installations.

Procedure

To export a database connection profile:

1. On the source computer, in the Login dialog, click Tools.

2. From the drop-down list, select  Database management.

3. In the Manage database connection profiles dialog, select the respective profile and click 
Export....

4. In the Export database connection profile dialog, complete the following steps:

Figure 9. Exporting a database connection profile

a. In the Target path text box, click [...], navigate to the directory where you want to save 
the profile, and click OK.

b. In the File name text box, enter a name for the database connection profile.

5. Click OK.

6. Make the resulting database connection (DBConnection) file available on the computer on 
which you want to import the database connection profile.

Please consult the Used paths section for help on the paths you can use.
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5.4.2 Import a database connection
Import an existing database connection profile to connect to a database using the connection 
parameters of the imported profile.

Procedure

To import a database connection profile:

1. In the Login dialog, click Tools.

2. From the drop-down list, select  Database management.

3. In the Manage database connection profiles dialog, click Add....

4. In the Database connection management wizard, select the Standard mode option and 
click Next >.

5. Select the Import database connection option.

6. In the Profile text box, click […], navigate to the profile you want to import, select it, and click 
Open.

Figure 10. Import a database connection profile

7. Click Finish.
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6 Managing packages
Component packages enhance the basic PLA 3.0 functionality with document types and 
document type-specific features such as calculation routines, and templates for creating reports.

To make the functionality of a component package available for PLA 3.0 users, the package has 
to be installed once on a local computer, and activated in the database. All users connected to 
this database can then access this package. After a successful activation, the package can be 
uninstalled from the local computer, if required.

Note:  Data acquisition modules require a different setup: They have to be installed on each 
computer on which they should be used, and cannot be uninstalled after activating them in the 
database.

Versioning
Component packages are versioned. A newer version of a package improves the document 
types or reports provided by the older version, for example a modified document structure or 
enhanced calculation routines. Please consult the Upgrade packages section for help.

6.1 Install packages
Install an add-on component package to make it available for activation in the database.

Note:  System component packages are automatically installed when PLA 3.0 is installed.

Before you begin

Make sure you have local administrative privileges.

Procedure

To install a package:

1. Download the setup file of the package you want to install.

2. Run the setup file as an administrator. Follow the setup assistant to install the package on the 
computer on which PLA 3.0 is installed.
Results: The component package is installed in the following folder: C:\Program Files 
(x86)\Common Files\Stegmann Systems\PLA 3.0\packages

6.2 Activate packages
Activate an add-on component package in the database to make its functionality available for 
users.
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Note:  System component packages are automatically activated during the creation of a 
database.

Procedure

To activate a package:

1. Log in to PLA 3.0.

2. Open the System menu, and click Package management.

3. On the left side of the Package management for databases dialog, under Available 
packages, select the component package that you want to activate.

In this example we are activating the 'Dose Response Analysis Package (Draft)' package.

Note:  The source of a package indicates the folder in which the installed package is 
located.

4. Click  Activate.
Results: The component package is activated and displayed under Activated packages on 
the right side of the dialog.

Figure 11. Package management for databases dialog

5. Click Close.

6.3 Upgrade packages
Upgrade to the latest version of a component package to make the corresponding functionality 
available for users.

Important:  Documents that were created with previous versions of the package are not 
upgraded automatically, as this would delete all calculation results. It is up to the document 
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owner to decide which documents should be upgraded and how the upgrade should be done. 
Document upgrades cannot be reverted.

Procedure

To upgrade a component package:

1. Download the setup file of the package you want to upgrade.

2. Run the setup file as an administrator. Follow the setup assistant to install the package.

3. Log in to PLA 3.0.

4. Open the System menu, and click Package management.

5. On the left side of the Package management for databases dialog, under Available 
packages, select the version of the component package that you just installed.

6. Click  Activate.
Results: The new version of the package is activated and displayed under Activated 
packages on the right side of the dialog.

7. Click Close.
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7 Setting global properties
Reduce maintenance efforts by setting global properties that can be used by several computers 
running PLA 3.0.

You configure these properties in the pla.properties file. The location of the file depends on 
the operating system. Please consult the Used paths section for help.

By default, each computer running PLA 3.0 uses the pla.properties file located on the 
respective computer. To set up a central pla.properties file that can be shared by several 
computers, configure the pla-redirect.properties file such that is points to the central 
file.

You can edit both property files in any standard text editor, provided you have administrative 
privileges. Use key=value pairs to configure the settings. You can add a new key=value pair, or 
modify an existing one according to your requirements. Please consult the pla.properties section 
for help on the available keys.

Important:  To prevent users from changing system-wide settings, remove the write 
permission for the corresponding user group from the pla.properties file.

7.1 pla.properties

You can edit the pla.properties file in any standard text editor. Use key=value pairs to 
configure the settings. You can add a new key=value pair, or modify an existing pair, if you 
require.

The following keys are available:

com.stegmannsystems.edp.internet.Access

Configures access to the internet to search for messages and updates.

Valid values:

• 1 = auto search

• 2 = manual search

• 3 = no search

com.stegmannsystems.edp.license.HaspTargetHostnames

Restricts the access of a client to a license server based on the hostname of the server.

Specify the computer name only, do not add the domain. Add one value to configure 
a specific server, or a semicolon-separated list to configure a sequence of servers. The 
sequence of the entries determines their priority; entries listed first take precedence.
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Example: 
com.stegmannsystems.edp.license.HaspTargetHostnames=WJKA03;WDO02;EMS7

Note:  If you configure hostnames and IP addresses, hostnames take precedence.

com.stegmannsystems.edp.license.HaspTargetIPs

Restricts the access of a client to a license server based on the IP address of the server.

Add one value to configure a specific server, or a semicolon-separated list to configure a 
sequence of servers. The sequence of the entries determines their priority; entries listed 
first take precedence.

Example: 
com.stegmannsystems.edp.license.HaspTargetIPs=192.168.1.111;192.20.100.20

com.stegmannsystems.edp.license.Keys

Contains the list of license keys.

com.stegmannsystems.edp.license.Providers

Restricts the access of a client to a license server based on the provider of the protection 
key.

Valid values are hasp  for Sentinel software and hardware protection keys, and hardlock
for hardlock keys.

Example: com.stegmannsystems.edp.license.Providers=hasp

com.stegmannsystems.edp.system.AvailableDatabase_0 … 
com.stegmannsystems.edp.system.AvailableDatabase_9

Restricts the available database profiles based on the GUID of the database connection. 
Only specified database profiles are displayed in the login screen.

It is located in the connection profiles. See chapter Used Paths for further information on 
where to find database connections.

com.stegmannsystems.edp.system.DisableDatabaseManagement

Locks the Database management entry when logging in to PLA 3.0.

Valid values:

• true

• false

com.stegmannsystems.edp.system.ExecuteIQNotAllowed

Locks the Installation Qualification (IQ) entry when logging in to PLA 3.0.

Valid values:

28



Installation and Licensing Guide | PLA | Version: 3.0

• true

• false

com.stegmannsystems.edp.system.ReportPrintDelay

Sets the time by which printing jobs are delayed.

Valid values:

• true

• false

7.2 pla-redirect.properties

You can edit the pla-redirect.properties file in any standard text editor. Modify the value 
to set a global path that can be used by several computers running PLA 3.0.

The following key is available:

com.stegmannsystems.edp.system.PropertiesPath

Overrides the path where the system reads and writes properties files.

Valid value:

An (UNC-) path which can be accessed by the system.

Example: Z:\\Share\\Settings\\
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8 Licensing
The PLA 3.0 licensing solution consists of the license itself, and a set of license keys (activation 
and feature keys). You need the license to run the PLA 3.0 framework, and the license keys to 
activate and use PLA 3.0 features.

You can view the status of your license in the License management dialog: In the Login dialog 
of PLA 3.0, click Tools, and select  License management from the drop-down list.

The following figure shows the License management dialog after a PLA 3.0 license has been 
successfully activated. The five-digit serial number of the license (1) is displayed under License 
information, the license keys (2) are displayed under License keys:

1

2

Figure 12. License management dialog displaying a successfully activated license

30



Installation and Licensing Guide | PLA | Version: 3.0

8.1 Concepts
Following are the basic concepts that you should be familiar with when working with PLA 3.0
licenses.

Licensing options

PLA 3.0 can be licensed for use on a single computer ('Seat' license) or for concurrent use 
in a local network ('Concurrent use' license). Selecting a licensing option is required if you 
want to use PLA 3.0 in a productive system.

License keys

The PLA 3.0 licensing solution consists of two components: the license itself, and a set 
of license keys (activation and feature keys). You need the license to run the PLA 3.0
framework, and the license keys to activate and use PLA 3.0 features.

You can download the license keys from our server or, if you do not have access to the 
internet, manually copy the keys to the computer on which you want to run PLA 3.0.

Protection keys

To activate your PLA 3.0 license, you have to install a protection key. The protection key 
uniquely identifies the computer or license server to which PLA 3.0 is licensed. We support 
software- and hardware-based Sentinel protection keys as well as legacy hardlock keys.

Serial number

The five-digit number serial number is required to authenticate the license keys (activation 
and feature keys). The serial number is provided by the protection key.

8.2 Licensing options
PLA 3.0 can be licensed for use on a single computer or for concurrent use in a local network.

Licensing PLA 3.0 for use on a single computer ('Seat' license)
The license is installed on the same computer as PLA 3.0:

Local system

Figure 13. 'Seat' license
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PLA 3.0 can be used by all users of this computer, but only one user can access it at a time. 
Remote access by other users or installation in a virtual environment are not permitted. Use this 
setup if you want to use PLA 3.0 on one designated computer.

Licensing PLA 3.0 for concurrent use in a local network ('Concurrent use' license)
PLA 3.0 is installed on a local computer that is connected to a local network. The license is 
installed on a license server in this network:

License server
Local system

Client

Local system

Client

Figure 14. 'Concurrent use' license installed on a license server

The license can also be installed on a computer in this network that acts as a license server:

Local systemLocal system Local system

Client Client and license server Client

Figure 15. 'Concurrent use' license installed on a computer that acts as a license server

The license server keeps track of the currently used licenses as well as the maximum number 
of available licenses. Computers with a PLA 3.0 installation act as clients and connect to the 
license server to obtain a valid license. When PLA 3.0 is closed on a client, the respective license 
is available again. Use this setup if several computers should be able to log in to PLA 3.0 at the 
same time.

Note:  PLA 3.0 licenses can be used in connection with SQLite databases as well as databases 
using a Microsoft SQL Server. Please consult the Deployment scenarios section for help.

8.3 Activating your PLA 3.0 license
To activate your PLA 3.0 license, you have to install a protection key.

The protection key uniquely identifies the computer or license server to which PLA 3.0 is 
licensed. It also provides the five-digit serial number that is required to authenticate the license 
keys (activation and feature keys).

We support software- and hardware-based Sentinel protection keys as well as legacy hardlock 
keys. The steps to activate your PLA 3.0 license depend on the key type you want to use.
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• Use a software key: If you activate your PLA 3.0 license for the first time, we recommend you 
use a Sentinel software key.

• Use a hardware key: Sentinel hardware keys (Sentinel HL USB dongle): You can also activate 
your license using a Sentinel HL USB dongle.

• Use a legacy hardlock key: This protection key requires a different setup than Sentinel keys.

8.3.1 Use a software key
We recommend you use a Sentinel software key to activate your PLA 3.0 license.

Before you begin

• Make sure you have permissions to install programs and to write in the C:\ProgrammData
directory.

• If you set up licensing through a license server:

◦ Make sure the PLA License Key Manager and the PLA License Control Center are available 
on the license server. Please consult the Installing the PLA License System section for help.

◦ Make sure the license server and computers running PLA 3.0 are connected via a local 
network, and port 1947 is open for TCP and UDP connections on all systems.

About this task

This procedure describes how to activate a license using a software key. You work with a 
customer-to-vendor (.c2v) file that contains protected information about the data stored in 
an installed software key, and a vendor-to-customer (.v2c) file that contains the actual license 
information.

Important:  If you set up licensing through a license server, perform the first three steps on 
the license server, and step four on the computers running PLA 3.0.

Procedure

To activate your PLA 3.0 license using a software key:

3 * 41 2

*  'Concurrent use' license only

1. Collect status information.

2. Apply the license file.

3. 'Concurrent use' license only: Set up a Sentinel license server.
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4. Add the license keys to PLA 3.0.

8.3.1.1 Collect status information

Create a customer-to-vendor (.c2v) file to collect information about the computer or license 
server on which you want to install the PLA 3.0 license.

Procedure

To collect status information:

1. Start the PLA License Key Manager.

2. On the Collect status information tab, select the Installation of new protection key
option, and click Collect information.

Figure 16. Collect status information

3. Navigate to the directory where you want to save the file, enter your company name as the 
file name, and click Save.

4. Send an e-mail with the created customer-to-vendor (.c2v) file to our Sales team at 
sales@bioassay.de. Our Sales team will use this file to provide you with a specific license file 
and license keys.
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8.3.1.2 Apply the license file

Apply the vendor-to-customer (.v2c) file to the computer or license server that you want to 
license.

Important:  PLA 3.0 licenses are tied to the computer to which you apply the vendor-to-
customer (.v2c) file. Before you change the hardware or operating system of this computer, you 
have to temporarily transfer the license to a different computer.

Before you begin

You should have received a vendor-to-customer (.v2c) file from our Sales team. If you do not 
have it available on the system you wish to license, open the e-mail you have received from us 
and save the file attached to it.

Procedure

To apply the vendor-to-customer (.v2c) file:

1. Start the PLA License Key Manager.

2. On the Apply license file tab, click ... in the lower right corner.

3. Navigate to the directory where you have saved the vendor-to-customer (.v2c) file, select it, 
and click Open.
Results: The vendor-to-customer (.v2c) file you selected is displayed on the Apply license file
tab.

35



Figure 17. Apply license file

4. Click Apply update.

5. Make sure the license file has been correctly applied: On the computer on which you installed 
the license, open the PLA License Control Center in a browser at http://127.0.0.1:1947.

Licenses from Stegmann Systems always have the vendor code 98099 assigned.

Figure 18. Correctly applied license file displayed in the PLA License Control Center
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8.3.1.3 Set up a Sentinel license server

Set up the Sentinel license server such that the computers running PLA 3.0 can access it.

Procedure

To set up a Sentinel license server:

1. Make sure the license server is accessible by the clients via a network.

2. Make sure incoming and outgoing network traffic for TCP port 1947 and UDP port 1947 is 
allowed between the license server and the respective clients.

Communication between a license server and the respective clients requires TCP/IP. To detect 
a license server, clients use UDP broadcasts. Further communication uses TCP.

Note:  IPv4 sockets are always opened, IPv6 sockets are opened only if IPv6 is available.

8.3.1.4 Add the license keys to PLA 3.0

To activate the features of PLA 3.0, add the license keys to each computer on which you want to 
run PLA 3.0.

Procedure

To add the license keys to PLA 3.0:

1. Start PLA 3.0.

2. In the Login dialog, click Tools.

3. From the drop-down list, select  License management.

Important:  In the License management dialog, make sure the five-digit serial number is 
displayed under License information.

Figure 19. Serial number in the License management dialog
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4. To download all the license keys available for your serial number, click  Download. 
You can also look up your license keys online by providing your serial number: https://
www.bioassay.de/licensekeys.

Note:  If you do not have an active internet connection, click  Add to manually copy the 
keys from the PDF document you have received from us.

Results:  Your license keys are added and displayed in the License management dialog under 
License keys.

Figure 20. License keys in the License management dialog

8.3.2 Use a hardware key
As an alternative to a software key, you can activate a PLA 3.0 license using a USB dongle. We 
provide Sentinel HL USB dongles for this purpose.

Before you begin

• Make sure you have administrative privileges.

• Send an e-mail to our Sales team at sales@bioassay.de. You will receive a corresponding 
dongle and a PDF document with the required license keys. The color of the dongle indicates 
the licensing option:
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'Seat' license 'Concurrent use' license

Procedure

To activate your PLA 3.0 license using a Sentinel HL USB dongle:

3 * 41

*  'Concurrent use' license only

2 *

1. Connect the dongle to the computer or license server that should be licensed.

If you connect the dongle to the same computer as PLA 3.0 ('Seat' license), the required 
driver is installed during the PLA 3.0 installation.

Tip:  To use the dongle on a virtual machine, we recommend you connect it to the virtual 
machine using a network USB drive. If your environment is set up accordingly, you can also 
connect it using a physical USB port of the host.

2. 'Concurrent use' license only: If you connect the dongle to a license server, download the PLA 
License System setup file from https://www.bioassay.de/software. On this site, you have to 
fill in the form to access the download area. Run the setup file as administrator to install the 
required driver.

3. 'Concurrent use' license only: Set up a Sentinel license server.

4. Add the license keys to PLA 3.0.

8.3.2.1 Set up a Sentinel license server

Set up the Sentinel license server such that the computers running PLA 3.0 can access it.

Procedure

To set up a Sentinel license server:

1. Make sure the license server is accessible by the clients via a network.

2. Make sure incoming and outgoing network traffic for TCP port 1947 and UDP port 1947 is 
allowed between the license server and the respective clients.

Communication between a license server and the respective clients requires TCP/IP. To detect 
a license server, clients use UDP broadcasts. Further communication uses TCP.
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Note:  IPv4 sockets are always opened, IPv6 sockets are opened only if IPv6 is available.

8.3.2.2 Add the license keys to PLA 3.0

To activate the features of PLA 3.0, add the license keys to each computer on which you want to 
run PLA 3.0.

Procedure

To add the license keys to PLA 3.0:

1. Start PLA 3.0.

2. In the Login dialog, click Tools.

3. From the drop-down list, select  License management.

Important:  In the License management dialog, make sure the five-digit serial number is 
displayed under License information.

Figure 21. Serial number in the License management dialog

4. To download all the license keys available for your serial number, click  Download. 
You can also look up your license keys online by providing your serial number: https://
www.bioassay.de/licensekeys.

Note:  If you do not have an active internet connection, click  Add to manually copy the 
keys from the PDF document you have received from us.

Results:  Your license keys are added and displayed in the License management dialog under 
License keys.
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Figure 22. License keys in the License management dialog

8.3.3 Use a legacy hardlock key
We support hardlock keys as a legacy key type.

Before you begin

• Make sure you have administrative privileges.

• Send an e-mail to our Sales team at sales@bioassay.de. You will receive a corresponding 
dongle and a PDF document with the required license keys. The color of the dongle indicates 
the licensing option:

'Seat' license 'Concurrent use' license

Procedure

To activate your PLA 3.0 license using a hardlock key:
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*  'Concurrent use' license only

2 *

1. Connect the dongle to the computer or license server that should be licensed.

If you connect the dongle to the same computer as PLA 3.0 ('Seat' license), the required 
driver is installed during the PLA 3.0 installation.

2. 'Concurrent use' license only: If you connect the dongle to a license server, download the 
Aladdin Monitor setup file from https://www.bioassay.de/software. On this site, you have to 
fill in the form to access the download area. Run the setup file as an administrator to install 
the required driver and monitoring software.

3. 'Concurrent use' license only: Set up a hardlock license server.

4. Add the license keys to PLA 3.0.

8.3.3.1 Set up a hardlock license server

Set up the hardlock license server such that the computers running PLA 3.0 can access it.

Procedure

To set up a hardlock license server:

1. Start Aladdin Monitor with administrative privileges.

2. Install and start the service that manages the hardlock license server.

a. Install the server service: Open the Services menu, and click Hardlock > Install HL-
Server Service.

b. Start the server service: Open the Services menu, and click Hardlock > Start HL-Server 
Service.

Results: The hostname of the computer is added to the HL-Server list.

3. Connect the dongle to the computer.
Results: A new '9307' is displayed below the name of the computer to which the dongle is 
connected. Select the entry to display all currently connected PLA 3.0 clients.
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Tip:  If the entry is not displayed, click Rescan the network.

4. Adjust your firewall settings and make sure the license server is accessible by clients via a 
local network: Incoming and outgoing network traffic for UDP port 3047 has to be allowed 
between the license server and the respective clients.

What to do next

If you operate several license servers in your local network, you can use the HLS_IPADDR system 
environment variable to restrict the access of clients to specific servers: On the client that 
should have restricted access only, add a comma-separated list of the servers' IP addresses or 
hostnames to the environment variable.

Note:  This environment variable affects all programs using a hardlock license server. Make 
sure you add the addresses of all required servers.

8.3.3.2 Add the license keys to PLA 3.0

To activate the features of PLA 3.0, add the license keys to each computer on which you want to 
run PLA 3.0.

Procedure

To add the license keys to PLA 3.0:
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1. Start PLA 3.0.

2. In the Login dialog, click Tools.

3. From the drop-down list, select  License management.

Important:  In the License management dialog, make sure the five-digit serial number is 
displayed under License information.

Figure 23. Serial number in the License management dialog

4. To download all the license keys available for your serial number, click  Download. 
You can also look up your license keys online by providing your serial number: https://
www.bioassay.de/licensekeys.

Note:  If you do not have an active internet connection, click  Add to manually copy the 
keys from the PDF document you have received from us.

Results:  Your license keys are added and displayed in the License management dialog under 
License keys.
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Figure 24. License keys in the License management dialog

8.4 Managing licenses
We support a variety of use cases with regard to the management of PLA 3.0 licenses. Examples 
are updating the number of users on a 'Concurrent use' licenses or performing a cross-upgrade 
from a 'Seat' to a 'Concurrent use' license.

Following are some common use cases for PLA 3.0 licenses:

• Update your PLA 3.0 license: Increase the number of concurrent users in your local network.

• Replace a hardware key with a software key: Replace your existing hardlock or hardware key 
with a software key.

• Cross-upgrade your PLA 3.0 license: Switch from a 'Seat' to a 'Concurrent use' license.

• Transfer your PLA 3.0 license: Before you change the hardware or operating system of the 
computer to which PLA 3.0 is licensed, you have to transfer the license to a different computer.

Note:  If you require additional help on the management of PLA 3.0 licenses, please contact 
our Support team at support@bioassay.de.

8.4.1 Update your PLA 3.0 license
Update your 'Concurrent use' license to increase the number of users allowed to concurrently 
work in your local network.
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The steps to update a 'Concurrent use' license are the same as the ones to activate a PLA 3.0
license using a software key with the exception that, when collecting status information in a 
customer-to-vendor (.c2v) file, you have to select the Update of an existing protection key
option.

The vendor-to-customer (.v2c) file you receive from our Sales team will contain an increased 
number of concurrent users. Apply this file to the license server.

Please consult the Use a software key section for further help on this topic.

8.4.2 Replace a hardware key with a software key
You can replace your existing hardware Sentinel HL USB dongle or hardlock dongle with a 
software key.

Before you begin

If you replace a hardlock dongle:

• Stop the Aladdin HL-Server Service before starting the installation. If required, you can restart 
the service after the software key has been installed successfully.

• If you use a 'Concurrent use' license, remove the HLS_IPADDR system environment variable.

Procedure

To replace your hardware key:

1. Contact our Sales team and provide them with the serial number for which you want to 
perform the replacement.

They will ask you to confirm the replacement and will provide you with a software key for 
your serial number.

2. After you received the key, complete the steps described in the Use a software key section to 
activate the PLA 3.0 license on a local computer or a license server.

3. After a successful activation, make sure you return your dongle to Stegmann Systems.

8.4.3 Cross-upgrade your PLA 3.0 license
You can switch from a 'Seat' license to a 'Concurrent use' license.

This can be necessary due to various reasons, for example, if a computer that hosted its own 
'Seat' license should now obtain its license from a license server, or if you want to start using PLA 
3.0 in a shared environment.
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About this task

To cross-upgrade your 'Seat' license, you first activate your new 'Concurrent use' license. In the 
second step, you retire your original 'Seat' license by transferring it back to Stegmann Systems.

Procedure

To activate your PLA 3.0 license:

1. On the computer or license server that should hold the PLA 3.0 license, start the license 
activation process by collecting status information.

2. Follow the steps to activate a PLA 3.0 license. Please consult Use a software key section for 
help.

After you successfully activated your 'Concurrent use' license, transfer your 'Seat' license back to 
Stegmann Systems:

3.  Use the recipient information (.id) file you received from our Sales team to generate the 
license transfer (.h2h) file. Please consult the Generate the license transfer file section for help.

4.  Send the resulting license transfer (.h2h) file to our Sales team.

Note:  The above steps describe how to transfer a software key back. To retire a hardware 
key or hardlock key, send the dongle back to Stegmann Systems.

8.4.4 Transfer your PLA 3.0 license
PLA 3.0 licenses are tied to the computer to which you apply the vendor-to-customer (.v2c) file. 
Before you change the hardware or operating system of this computer, you have to temporarily 
transfer the license to a different computer.

Important:  Create a backup of any PLA database located on the computer in question, and 
save the backup on a different computer. The content of locally stored databases cannot be 
recovered if the hardware or operating system of the computer holding the database is changed.

Before you begin

• Make sure you have permissions to install programs and to write in the C:\ProgrammData
directory.

• If you want to use the recipient computer as a license server, make sure the license server and 
computers running PLA 3.0 are connected via a local network, and port 1947 is open for TCP 
and UDP connections on all systems.

• Download the PLA License System setup file from https://www.bioassay.de/software. On 
this site, you have to fill in the form to access the download area. Run the setup file as an 
administrator to install the PLA License Key Manager and the PLA License Control Center that 
you will use during the licensing process.
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Note:  We recommend you close all PLA 3.0 applications during this process.

About this task

You can temporarily transfer a license for example, if you want to reinstall the operating 
system of the computer that holds the license (source computer), or if you want to rename the 
computer. In this case you first transfer the license to a different computer (recipient computer), 
then perform the required changes on the source computer. As the last step, you transfer the 
license back to the source computer.

You can also permanently transfer a license to a different computer for example, if you want to 
retire the computer that currently holds the license. In this case you transfer the license from the 
source computer to the recipient computer.

Procedure

To transfer your PLA 3.0 license from a source to a recipient computer:

1 2 3

Source computer

Recipient computer

1. Collect recipient information (recipient computer).

2. Generate the license transfer file (source computer).

3. Apply the license transfer file (recipient computer).

8.4.4.1 Collect recipient information

Create a recipient information (.id) file to collect information about the computer to which you 
want to transfer the PLA 3.0 license (recipient computer).

Procedure

To create the recipient information (.id) file:

1. Start the PLA License Key Manager on the recipient computer.

2. On the Transfer license tab, under Collect information about the recipient computer, 
click ... next to Save recipient information to.

3. Navigate to the directory where you want to save the file, enter a file name, and click Save.

4. To create the recipient information (.id) file, click Collect and save information.
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Figure 25. Collect recipient information about the recipient computer

5. Make the resulting recipient information (.id) file available on the computer on which the PLA 
3.0 license is currently installed (source computer).

8.4.4.2 Generate the license transfer file

Generate the license transfer (.h2h) file to combine information about the source computer 
with details about the license you want to transfer and hardware information of the recipient 
computer.

Important:  Once the license transfer (.h2h) file has been generated, the source computer 
does not have a PLA 3.0 license installed anymore. PLA 3.0 can be used again only after you 
applied the license file to the recipient computer.

Procedure

To create the license transfer (.h2h) file:

1. Start the PLA License Key Manager on the source computer.

2. On the Transfer license tab, under Generate the license transfer file, complete the 
following steps:
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Figure 26. Generate the license transfer file

a. Select the license you want to transfer.

b. Select the recipient information (.id) file: Click ... next to Read the recipient information 
file from, navigate to the directory where you have saved the file, select it, and click 
Open.

c. Generate the license transfer (.h2h) file: Click ... next to Generate the license transfer file 
to, navigate to the directory where you want to save the file, enter a file name, and click 
Save.

3. Click Generate license transfer file.

4. Make the resulting license transfer (.h2h) file available on the recipient computer.

8.4.4.3 Apply the license transfer file

Apply the license transfer (.h2h) file to the computer that should receive the license (recipient 
computer).
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Procedure

To apply the license transfer (.h2h) file:

1. Start the PLA License Key Manager on the recipient computer.

2. On the Apply license file tab, click ... next to Update file.

3. Navigate to the directory where you have saved the license transfer (.h2h) file, select it, and 
click Open.
Results: Details about the license to be rehosted are displayed on the Apply license file tab.

4. On the Apply license file tab, click Apply update.
Results: The license is installed on the recipient computer, and a corresponding message is 
displayed on the Apply license file tab.

Figure 27. Successfully applied license transfer file
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8.5 Controlling access to a Sentinel license server
By default, clients can access all Sentinel license servers running in the same subnet. If you 
operate several subnets, or want to restrict the access of clients to a license server, you have to 
control the access accordingly.

• Configure licensing across subnets: Configure clients such that they perform a broadcast 
search across the whole network when trying to obtain a license.

• Restrict access on the server side: Configure a Sentinel license server such that only specific 
clients are allowed to access it.

• Restrict access on the client side: Configure a client such that is can access only a subset of the 
available license servers.

Tip:  To view all Sentinel keys available on the license server, open the PLA License Control 
Center in a browser at http://127.0.0.1:1947, and open the Sentinel keys menu. The displayed list 
contains software and hardware keys connected locally to your computer as well as keys that are 
shared by other computers in your local network.

8.5.1 Configure licensing across subnets
If a Sentinel license server and its clients are running in different subnets, you have to allow 
clients to broadcast across the whole network.

Procedure

To configure licensing across subnets:

1. On the client, open the PLA License Control Center in a browser at http://127.0.0.1:1947.

2. On the Access to remote license managers tab, complete the following steps:

a. Select the Allow access to remote licenses and Broadcast search for remote licenses
check boxes.

b. Add the IP address of the license server to the Remote license search parameters text 
box.
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Figure 28. PLA License Control Center - Configure access to remote license managers tab

3. Click Submit.
Results: Your settings are saved. Activating your new settings can take a few minutes.

8.5.2 Restrict access on the server side
If only specific clients should be allowed to access a Sentinel license server, you have to restrict 
the access accordingly.

Procedure

To restrict access on the server side:

1. On the license server, open the PLA License Control Center in a browser at 
http://127.0.0.1:1947.

2. Open the Configuration menu. On the Access from remote clients tab, make sure the 
Allow access from remote clients checkbox is selected, otherwise clients are not allowed to 
obtain PLA 3.0 licenses from this license server.

3. To configure the access of clients to the license server, add respective entries to the Access 
restrictions text box. Add one entry per line.

◦ To grant a client access, enter allow=<IP>  or allow=<hostname> .
◦ To deny a client access, enter deny=<IP>  or deny=<hostname> .

Note:  The order of the entries determines their priority, entries higher up in the list take 
precedence.
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Figure 29. PLA License Control Center - Configure access from remote clients

4. Click Submit.
Results: Your settings are saved. Activating your new settings can take a few minutes.

8.5.3 Restrict access on the client side
If a client should only be able to access specific Sentinel license servers, you have to restrict 
the access accordingly. You can also configure a sequence according to which a client should 
connect to servers.

About this task

The configuration is done in the pla.properties file of the respective client. You can edit this 
file in any standard text editor. The location of the file depends on the operating system of the 
client:

• Windows 7, 8.x, 2008, 2012: C:\ProgramData\Stegmann Systems\PLA 3.0\

• Windows XP: C:\Documents and Settings\All Users\Application Data
\Stegmann Systems\PLA 3.0\

Note:  We recommend you close all PLA 3.0 applications during the configuration process.

Procedure

To restrict access on the client side:

1. Open the pla.properties file.

2. Add or modify key=value pairs according to your requirements.
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Important:  The key=value pairs you define here filter the list of Sentinel license servers 
configured in the PLA License Control Center. You cannot add additional servers.

Add one value to configure a specific server, or a semicolon-separated list to configure a 
sequence of servers.

The following keys are available:

com.stegmannsystems.edp.license.HaspTargetIPs

Restricts the access of a client to a license server based on the IP address of the server.

Add one value to configure a specific server, or a semicolon-separated list to configure 
a sequence of servers. The sequence of the entries determines their priority; entries 
listed first take precedence.

Example: 
com.stegmannsystems.edp.license.HaspTargetIPs=192.168.1.111;192.20.100.20

com.stegmannsystems.edp.license.HaspTargetHostnames

Restricts the access of a client to a license server based on the hostname of the server.

Specify the computer name only, do not add the domain. Add one value to configure 
a specific server, or a semicolon-separated list to configure a sequence of servers. The 
sequence of the entries determines their priority; entries listed first take precedence.

Example: 
com.stegmannsystems.edp.license.HaspTargetHostnames=WJKA03;WDO02;EMS7

Note:  If you configure hostnames and IP addresses, hostnames take precedence.

com.stegmannsystems.edp.license.Providers

Restricts the access of a client to a license server based on the provider of the 
protection key.

Valid values are hasp  for Sentinel software and hardware protection keys, and 
hardlock  for hardlock keys.

Example: com.stegmannsystems.edp.license.Providers=hasp

3. Save the pla.properties file and close it.

8.6 Troubleshooting
Following are the basic concepts that you should be familiar with when troubleshooting PLA 3.0
licenses.
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Licensing options

PLA 3.0 can be licensed for use on a single computer ('Seat' license) or for concurrent use 
in a local network ('Concurrent use' license). Selecting a licensing option is required if you 
want to use PLA 3.0 in a productive system.

License keys

The PLA 3.0 licensing solution consists of two components: the license itself, and a set 
of license keys (activation and feature keys). You need the license to run the PLA 3.0
framework, and the license keys to activate and use PLA 3.0 features.

You can download the license keys from our server or, if you do not have access to the 
internet, manually copy the keys to the computer on which you want to run PLA 3.0.

Protection keys

To activate your PLA 3.0 license, you have to install a protection key. The protection key 
uniquely identifies the computer or license server to which PLA 3.0 is licensed. We support 
software- and hardware-based Sentinel protection keys as well as legacy hardlock keys.

Serial number

The five-digit number serial number is required to authenticate the license keys (activation 
and feature keys). The serial number is provided by the protection key.

8.6.1 License keys are invalid

Issue
In the License management dialog of PLA 3.0, the five-digit serial number is correctly displayed, 
but the license keys are invalid.
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Figure 30. Invalid license keys displayed in the License management dialog

Possible cause
The license keys have not been added yet.

Remedy

Add the license keys to the computer on which you want to run PLA 3.0. Please consult the Add 
the license keys to PLA 3.0 section for help.

8.6.2 Troubleshooting 'Seat' licenses

8.6.2.1 No license is available

Condition
When starting PLA 3.0, an error message is displayed that no license is available.
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Figure 31. Login error message if no license is available

Cause: Dongle (hardware key or legacy hardlock key) cannot be detected
The dongle that should be connected to the computer cannot be accessed.

Remedy

Please consult the Remedy for hardware keys section for help.

Cause: Software key cannot be detected
The software key that should be installed on the computer cannot be accessed.

Remedy

Please consult the Remedy for software keys section for help.

8.6.2.1.1 Remedy for hardware keys

Procedure

Check the following:

• Is the dongle connected to the computer?

Check your USB port. One of the following dongles should be connected:

Figure 32. Sentinel HL USB dongle
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Figure 33. Legacy hardlock dongle

• Can the dongle be read?

Check the USB port. Is the notification light on the dongle on? If not, unplug the dongle and 
plug it into a different USB port.

• Was the driver installed correctly?

The driver should be installed automatically during the PLA 3.0 installation. Open the 
hardware control center and check if the dongle can be accessed correctly. If this is not the 
case, reinstall the driver.

Please consult the Use a hardware key and Use a legacy hardlock key sections for help on the 
steps required to install the required driver.

8.6.2.1.2 Remedy for software keys

Procedure

Check the following:

• Can you open the PLA License Control Center in a browser at http://127.0.0.1:1947?

The PLA License Control Center manages the PLA 3.0 license on your computer. If you cannot 
open the application, check if the Sentinel LDK License Manager service is running. If not, 
restart the service.

If the service is running, but you still cannot access the application, reinstall the application: 
Download the PLA License System setup file from https://www.bioassay.de/software. On 
this site, you have to fill in the form to access the download area. Run the setup file as an 
administrator to install the PLA License Control Center.

• Is the license available?

In the PLA License Control Center, open the Sentinel Keys menu and check, if the license is 
displayed.

Figure 34. Valid software license
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• Is the license active?

In the PLA License Control Center, open the Configuration menu, go to the Network tab, and 
make sure All network adapters is selected as the Network visibility option.

8.6.2.2 Serial number cannot be found

Condition
The five-digit serial number cannot be found. In the License management dialog of PLA 3.0, a 
system-ID is displayed instead.

Figure 35. System-ID displayed in the License management dialog

Cause
The protection key that has to be installed to activate the license on your system cannot be 
detected. PLA 3.0 automatically reverts to the trial mode, and displays a preliminary system-ID 
which can contain 8 or more digits.

Remedy

Please consult the following sections for help:

• Remedy for hardware keys

• Remedy for software keys
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8.6.2.2.1 Remedy for hardware keys

Procedure

Check the following:

• Is the dongle connected to the computer?

Check your USB port. One of the following dongles should be connected:

Figure 36. Sentinel HL USB dongle

Figure 37. Legacy hardlock dongle

• Can the dongle be read?

Check the USB port. Is the notification light on the dongle on? If not, unplug the dongle and 
plug it into a different USB port.

• Was the driver installed correctly?

The driver should be installed automatically during the PLA 3.0 installation. Open the 
hardware control center and check if the dongle can be accessed correctly. If this is not the 
case, reinstall the driver.

Please consult the Use a hardware key and Use a legacy hardlock key sections for help on the 
steps required to install the required driver.

8.6.2.2.2 Remedy for software keys

Procedure

Check the following:

• Can you open the PLA License Control Center in a browser at http://127.0.0.1:1947?

The PLA License Control Center manages the PLA 3.0 license on your computer. If you cannot 
open the application, check if the Sentinel LDK License Manager service is running. If not, 
restart the service.

If the service is running, but you still cannot access the application, reinstall the application: 
Download the PLA License System setup file from https://www.bioassay.de/software. On 
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this site, you have to fill in the form to access the download area. Run the setup file as an 
administrator to install the PLA License Control Center.

• Is the license available?

In the PLA License Control Center, open the Sentinel Keys menu and check, if the license is 
displayed.

Figure 38. Valid software license

• Is the license active?

In the PLA License Control Center, open the Configuration menu, go to the Network tab, and 
make sure All network adapters is selected as the Network visibility option.

8.6.3 Troubleshooting 'Concurrent use' licenses

8.6.3.1 No license is available

Condition
When starting PLA 3.0, an error message is displayed that no license is available.

Figure 39. Login error message about not available license

Cause
The software key provided by the license server cannot be detected. The protection key uniquely 
identifies the license server to which PLA 3.0 is licensed. If it cannot be detected PLA 3.0
automatically reverts to the trial mode, and displays a preliminary system-ID which can contain 8 
or more digits.
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Check if the Sentinel license server allows the client to access it

By default, a client can access all license servers running in the same subnet. Make sure the 
configuration of the server is correct. Please consult the Restrict access on the server side section 
for help.

Check if the client can access the Sentinel license server

For each client, you can individually configure the access to a license server. Make sure the 
configuration of the client is correct. Please consult the Restrict access on the client side section 
for help.

Check if client and Sentinel license server are located in the same subnet

The default setup assumes that the license server and its clients are running in the same subnet. 
If this is not the case, you have to configure the access accordingly. Please consult the Configure 
licensing across subnets section for help.

8.6.3.2 Serial number cannot be found

Condition
The five-digit serial number cannot be found. In the License management dialog of PLA 3.0, a 
system-ID is displayed instead.

Figure 40. System-ID displayed in the License management dialog
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Cause
The software key provided by your license server cannot be detected. The protection key 
uniquely identifies the license server to which PLA 3.0 is licensed. If it cannot be detected PLA 
3.0 automatically reverts to the trial mode, and displays a preliminary system-ID which can 
contain 8 or more digits.

Check if the Sentinel license server allows the client to access it

By default, a client can access all license servers running in the same subnet. Make sure the 
configuration of the server is correct. Please consult the Restrict access on the server side section 
for help.

Check if the client can access the Sentinel license server

For each client, you can individually configure the access to a license server. Make sure the 
configuration of the client is correct. Please consult the Restrict access on the client side section 
for help.

Check if client and Sentinel license server are running in the same subnet

The default setup assumes that the license server and its clients are running in the same subnet. 
If this is not the case, you have to configure the access accordingly. Please consult the Configure 
licensing across subnets section for help.
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